G arip

CyberArk Integration with Grip Security

Overview

This integration links CyberArk’s Workforce Password Manager with Grip to centralize the
discovery and management of unmanaged SaaS applications.

Apps identified by Grip as unmanaged and shared can be onboarded into WPM, where their

credentials are stored securely and can be rotated.

By integrating discovery, provisioning, and rotation into a single system, organizations obtain

comprehensive visibility and governance over all shared application credentials.

This unified approach eliminates shadow-IT risks and simplifies ongoing credential management

at scale.

Grip detects shared SaaS accounts as they appear and lets you push them to WPM with one

click.
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CyberArk Setup

The setup involves creating CyberArk service identities with the needed permissions, connecting
those accounts to Grip via API credentials, configuring attribute mappings, and automated sync.

The CyberArk Integration requires a service account for authentication to various services.

The following guide will take you step by step through the integration process.

1- Create Service Account

This step will create a new entity in your IdP that serves solely as the means of authentication for
Grip to integrate with the CyberArk API.

e Go to the Identity Administration console (1)
e Under Core Services — Users (2)
e Choose Add User (3)
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e Enter the values for the Grip service account. (4)
Note that it is recommended to use the generated password (5)

e Service accounts are a type of user that cannot be accessed through interactive
interfaces and function like regular users, but their primary purpose is to serve as a
means of authentication for API calls.

e Toensure the new user is a service account, select the following checkboxes: (6)
o Password never expires.
o s service user.

o Is OAuth confidential client.
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Account

Learn more
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Grip Service Account

Create CyberArk Cloud Directory User

Add users to your organization with CyberArk Cloud Directory

@ cyberark cloud 29970

Copy

(recommended)

Create User (

Cancel

2- Granting Permissions

Configure which CyberArk services this user has access to.

e Under "Core Services” — "Roles”

e Click on “Add Role” and name it: “grip-service”
e Click "Save”
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¢ Inthe Role page, go to “Add Members” and add the Grip member to the role (3).
e Click on "Add."

Add Members

2

add

Under “Administrative Rights”, search and add the following (for more details - see
permissions section):

¢ Application Management
e User Management

Administrative Rights

Learn more

G

Name Service
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v |Application Management Identity

Once completed, click “Save.”

Grip Role

Description
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Application Management Permissions

e The Grip integration involves retrieving data from CyberArk WPM to provide an accurate
snapshot of the organization's status. This process includes fetching the applications
listed in WPM, which requires read permissions for those applications.

e The Grip integration provisions applications to specific accounts. To achieve this,
applications must be maintained by the Grip service account (created or modified), which
requires write permissions for applications.

Reference

API token authentication for CyberArk Identity Security Platform Shared Services | Before you
begin

3- Integration with Grip Security

Add the created Grip service account to Grip Security.

¢ In Grip platform, go to “Integrations” — Identity & Access Management >>
CyberArk.”
e Click on “Connect.”
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¢ Identity Tenant ID (1)- CyberArk tenant ID.
Your <identity-tenant-id> can be retrieved by clicking on the User avatar and
navigating to the About section.
The ID is located under the Identity section.

e Client ID (2) - The username of the created service account.


https://api-docs.cyberark.com/docs/ispss-api-auth/2c297daca8a97-api-token-authentication-for-cyber-ark-identity-security-platform-shared-services
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e Client Secret (3) - The password of the created service account.
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View Applications

e Atable links each Grip application to its corresponding CyberArk application, displaying key
details from both platforms, including application risk level, total service accounts, password
rotation status, last synchronization time, and more (1).

¢ In addition, there is a list of actionable operations available for each application entry (2).
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e Atable listing each Grip user along with their corresponding CyberArk user, including key
attributes from both systems, Grip identity risk score, number of Grip accounts, number of

CyberArk accounts, last login timestamp, and more.
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Actions explanation

Grip operates a browser automation that accesses the SaaS portal to change passwords and
manage mailboxes for reset links, OTPs, and additional tasks flows.

Once the new password is generated and changed, it is automatically updated in the WPM
account. For more details, please contact the Grip team.

Account Mapping
Application Settings

Learn more
Description
Directory Service Field All users share one name
Permissions
®) Al users share one name

All users share the following user name

Policy Prompt for user name
) Account Mapping Script Get password from Safe

Account Mapping PPINg Scrip passw h
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Advanced

App Gateway

Password *

Workflow

®©
Changelog
Additional Attributes Allow users to view credentials

Authentication key




